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support decision making or operations.  The purpose of this white paper is to define some best 

practices for data quality management.

Data quality management is a basic requirement to ensure that there is confidence in the 

referential data that comes along with  creating networks of  interfaced systems. 
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In large enterprises, data is used and published by many systems that are not directly  

responsible for data quality and transformation but who rely on the integrity of the data to 

support decision making or operations.  The purpose of this white paper is to define some best 

practices for data quality management.

Data quality management is a basic requirement to ensure that there is confidence in the 

referential data that comes along with  creating networks of  interfaced systems.    Following 

are some key requirements must be addressed to manage data quality effectively.

Aligning data quality programs with the company's growth and revenue model ensures that 

efforts are grounded on clear goals and projects are aligned with corporate priorities.  And, it 

requires funding.  Data quality management should be an ongoing task, staffed and supported 

by a strong governance team.

The data governance team will identify policies and standards for data all along the data 

lifecycle (Sourcing, Cleansing, Distribution, Platform Management, and Customer 

Management).  However, the initial areas of concern for data governance tend to focus on 

sourcing and quality management.  The areas of concern are typically: 
l What are most reliable data sources? 
l Who owns the data? 
l Who can perform data edits? 
l What are business rules for data edits? 
l What level of rules can be automated ?
l Where does manual intervention is needed?

A best practice is to have an independent data quality management team that performs data 

quality audits on ongoing basis.  IT teams are not often empowered, equipped or funded to 

address and manage data quality challenges holistically.  However, due to their closeness to 

the data they can play a major role in bringing up data quality related issues and thus creating 

awareness. 

Once issues and the “root cause” have been identified, the data quality teams work closely 

with business units to access, identify and fix data problems (often times, this has a manual 

component).  Data quality teams should work closely with IT teams to identify those 

processes which could be automated and define tests and validations that can be applied to 

catch erroneous data at the source, during data integration or transmission.

Data quality teams address day-to-day data quality issues related to the specific nature of 

reference data.  In case your organization has multiple master data management solutions 

1. Formalize ownership of an entity data at a corporate business level
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hosting different types of reference data, you may need a cross-functional data governance 

strategy and cross-enterprise team that make sure best practices are followed by distributed 

data teams. A cross-functional governance board tends to focus on areas including:
l  Critical data production processes and enterprise integration points
l  Leverage of information and technology across the enterprise to maximize data 

production, efficiency and quality
l  Data accuracy for individual data sets and comparisons with service level agreements
l Benchmarking, policies and standards

It is common, but is not a best practice, to begin focusing on data quality after receiving 

complaints from users and customers – i.e., traditionally we find ourselves fighting fires once 

a system has been rolled out into production.  The result of failing to proactively address data 

quality can mean that the management situation is reactive or fragmented towards “triage”.   

To avoid being reactive, the best practice is for data quality planning to start during the 

inception phase of a technology or process implementation which is data intensive.  Following 

are some key steps and tasks that should be incorporated into a reference data project to help 

ensure a proactive stance.

This step is a detailed analysis of possible data sources to access actual content, understand 

relationships between sources, confirm or document business rules and identify potential 

issues. This step should be initiated as soon as there is enough information about key 

attributes. 

Best practice is to create a grid that captures the attribute name, definition, audit source 

requirement, data collection method (manually populated/ pick from the list/ derived), 

optional/ mandatory flag, comments, field length and validation rule that has to be put in place 

at the time of capture.  An example of a validation rule could be to check if country information 

follows two letter ISO code standard.  Validation rules for some attributes will vary with the 

entity type and with geography.  This level of specification is mandatory, and it will be used by 

both operations and IT staff. The image (following page) is a sample recording of details for 

tax file id, tax authority type and ticker symbol.

2. Build customer data quality activities into project methodology and process

Analysis
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The level of detail at the analysis phase creates a foundation for  tight governance at the 

attribute level and can help ensure processes are designed to control data integrity.  Given the 

specificity of these documents, it is essential to have a single owner of these documents and 

proper version control and sharing of information is recommended.  Best practice is to apply 

versioning and control systems to the analytical artefacts. 

Additional analysis of process flows are required to cover the ongoing business events and 

their impact on the underlying reference data.  For example, the initial data entry process 

needs to be well understood as well as data maintenance and data retirement processes (new 

customer entry, updates, corporate actions, and customer deletions due to merger, bankruptcy, 

etc.) 

Identify and Design
By the time information requirements are fully defined in the main project, enough should be 

known to pinpoint the best sources of data.  Business data analysts should now have detailed 

knowledge about data attributes  In this stage of the project:

l Data sources and guidelines for its transformation are identified and baselines are defined. 
l Best practices for data edit rights, cleaning processes and ongoing manual processes are 

outlined. 
l Workflow application and data monitoring tools are identified for carrying out day to day 

data enrichment and maintenance 
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The “data design” process is done “attribute by attribute” for every single entity type . The 

image below is a sample of the artefacts to be produced.

Many applications and business processes across the organization affect customer data, and 

when changes are introduced it is often impossible to identify or troubleshoot all of the areas 

that may be affected by the change. A built-in and  automated monitoring process based on the 

defined quality baseline can be an early warning system to identify patterns of data quality that 

look outside the norm and can help to identify areas of concern. 

When alerts are raised, a data analyst can investigate the data to determine if a business 

anomaly has occurred due to some point in the process flow being corrupted or some set of 

events have occurred to change data. Automated data quality checks can be used to generate 

different kinds of exception reports. For example, a program can be run on daily basis to check 

format of all the address information captured from different sources and create exception 

report of those which are not in the expected format.

To keep control on the data quality and throughput of the production flow, the data quality 

team can take sample data sets and produce data quality reports.  Typically these reports 

illustrate attribute wise coverage and accuracy rates.

Ongoing Management
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The IT team should support ongoing data management by setting up tools to monitor data 

captured from different sources.  Tools like CreditDimension's Online Data Watcher are 

useful for monitoring data published at different websites (corporate website/ regulators 

website etc...) - when information is changed at the site, our system sends trigger to an analyst 

to perform a review and potentially an update.

Data quality tools, processes and logic must be applied in multiple places within the 

application architecture.  An upfront investment in edit and validation checks will “reign 

supreme” for users who demand high integrity data.  

One of the best opportunities to ensure customer data quality is to prevent entry of bad data 

into the environment in the first place.  Front end applications should perform basic data 

quality checks and edits. Data like address information should be standardized and validated 

to ensure the entity doesn't already exist in the system. Depending on the information, the user 

should be either forced to fix the data at the front end or work on the exception reports. This 

decision has to be made jointly by business and IT teams as workflows are defined.

3. Apply tools, logic and processes to the application architecture

Point of entry
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In the sample screen shot below, CreditDimension system data capture screen make sure that 

user enters 

all mandatory address information before saving the data in database.
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In the sample screen shot below, CreditDimension system data capture screen make sure that 

user enters 

all mandatory address information before saving the data in database.

Note that mandatory data for each business process has been identified, data not required is 

listed as optional or not available for edit.
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Aggregation and Integration points

Ongoing quality monitoring and alerting

4.About ebusinessware

In most environments, there are multiple points where customer data can be created, which 

naturally results in duplicate and overlapping data.  If the duplicates cannot be identified at 

that point of entry, then back end processing is required to identify matches and then merge, 

remove, or  create cross-reference between disparate customer records. Logic for performing 

merging and cross-references may also be warranted. Data from all sources has to be 

standardized before matching.

Quality reference data is difficult to maintain if it is not carefully monitored on an ongoing 

basis. Furthermore, some errors or exceptions will have to be handled manually. While some 

automated customer merges are possible in most environments, it may not be possible to 

address them all.  However, it may still be worthwhile to flag such potential matches and 

handle the exceptions manually. As outlined in the previous section, processes should be run 

periodically to validate data, given a defined quality baseline.  

Exceptions must be manually reviewed and individually researched to determine the cause 

and remedy for the exception.  Best practice is to focus not only on the error correction, but 

also on the process review to determine the source of errors and systematic solutions to prevent 

future errors.

ebusinessware is a specialist, practitioner-led financial markets solutions firm.  The company 

is based in New York with offices in UK, Singapore, India and Tokyo.  We work globally for a 

wide range of firms.  We bring to projects deep knowledge and experience of financial 

markets, their instruments and products, and business processes spanning the organization.  

We also have a set of technology solutions and a team of outsourcing experts who can create a 

sustainable, long-term solution in a cost-effective manner.  Our data related solutions include;

CreditDimensions – a reference data management platform and outsourcing utility.

EZ Data Manager – a software solution for integrating non-standard documents into a data 

platform using “smart parsing” templates, workflow automation and OCR technology for 

faxes/document images.

We have successfully assisted financial market organisations in the delivery of IT strategy and 

leading edge system implementations and apply pragmatic, cost-benefits approach to their 

projects.  One of our areas of specialization is reference data management.  We help our clients 

to identify and implement strategies that meet cross functional requirements and which work 

across the entire organisation.  We understand the importance of reference data in an 

organization and its impact on process efficiency, compliance, risk management, and overall 

client service.
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